FACILITIES

      -A secure room shall be provided at our Shreveport office containing

      one attendant office and server complex. 

     -The room shall remain locked at all times.

     -No visitors will be allowed.

     -The server complex shall be visable from the attendants desk at all

      times.

    

ATTENDANT DUTIES

    -Custom software will be provided to monitor failure of any kind. The 

      attendant will bring in appropriate personnel from the EDgear talent

      pool to make repairs immediately. The results from the software 

      failure monitors shall be checked each morning at 7:30 A.M. then

      every 2 hours thereafter until 4:30 P.M.

     -Attendant will not rely on failure monitors totally. File dates and sizes

      shall be checked each morning as a second assurance that all 

      automated proceedures functioned properly. This will include the

      backup of the backup.

     -Attendant will verify that all UPS power units are new and operational

     -Attendant will enforce locked door and visitor policy.

     -Attendant will not allow programming personnel to upgrade any 

      equipment or software in the server complex without approval

      of the EDgear operations manager. 

     

STORAGE- HARDWARE

     -The process shall contain 2 servers. Server 2 shall be a backup

      of server 1.

     -Each server shall contain 4 hard drives of at least 200 gig for each drive.

     -3 of the hard drives shall use the RAID 5 process.

     -The 4th drive shall be used as a 'hot swap' unit.

     

STORAGE- METHOD

     -All data shall be stored in a condensed and encrypted format not

      executable by normal programming methods.

     -The stored backup module shall be an exact copy of the complete

      data warehouse as of the date and time stamp. 

     -Seven calendar days of the complete data warehouse modules 

      shall be retained resulting in a 7 day complete backup process.

     -Additional complete data warehouse modules shall be retained

      for the first and fifteenth of each month.

 

RETRIEVAL OF DATA

     -Custom software shall convert the district data warehouse databases 

      to a consolidated condensed text format, encrypt same and place it

      on the disaster server.

     -The package will execute at a client approved interval that will

       include all the activity for the day. Normally this will occur

      around midnight.  

     -The retrieval process shall be executable manually as well as 

      using the automated process described herein. This will allow the

      district to abandon the installation within 30 minutes and the 

      disaster site would contain data at the time it was abandoned. 

 

DISASTER SITE RECOVERY 

      -The result of the disaster recovery process shall be that the complete

       district server can be rebuilt from scratch within four hours of

       receiving a new server including loading operating systems, security,

       databases, data and quality assurance.

       

